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Data-Driven Static Analysis



Static Program Analysis

• Widely used in software industry

• Automatically, statically, and soundly predict software behavior (e.g., bugs)

• Statically: analyzing program source code without execution

• Soundly: program analysis finds all the bugs

…

• Automatically: software analyzes software
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Static Program Analysis

• Widely used in software industry

• Automatically, statically, and soundly predict software behavior (e.g., bugs)

• Statically: analyzing program source code without execution

• Soundly: program analysis finds all the bugs

…

• Automatically: software analyzes software

Static 
analyzer

Software

Program Analysis result

• Static analyzer is a software that analyzes software
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Static Program Analysis

• Widely used in software industry

• Automatically, statically, and soundly predict software behavior (e.g., bugs)

• Statically: analyzing program source code without execution

• Soundly: program analysis finds all the bugs

…

• Automatically: software analyzes software

Static 
analyzer

Program
(Source code)

• Static analyzer analyzes program source code without execution

Analysis result
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Static Program Analysis

• Widely used in software industry

• Automatically, statically, and soundly predict software behavior (e.g., bugs)

• Statically: analyzing program source code without execution

• Soundly: program analysis finds all the bugs

…

• Automatically: software analyzes software

Static 
analyzer

Program
(Source code)

Program
states

Analysis result

• Static analyzer computes an over-approximation of program behavior

Consists of sound analysis rules
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Static Program Analysis

• Widely used in software industry

• Automatically, statically, and soundly predict software behavior (e.g., bugs)

• Statically: analyzing program source code without execution

• Soundly: program analysis finds all the bugs

…

• Automatically: software analyzes software

Static 
analyzer

Program
(Source code)

Program
states

Analysis resultConsists of sound analysis rules

• Static analyzer compute an over-approximation of program behaviorPossible real executions
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Static Program Analysis

• Widely used in software industry

• Automatically, statically, and soundly predict software behavior (e.g., bugs)

• Statically: analyzing program source code without execution

• Soundly: program analysis finds all the bugs

…

• Automatically: software analyzes software

Static 
analyzer

Program
(Source code)

Program
states

Analysis result

• Static analyzer computes over-approximation of program behavior

Consists of sound analysis rules

Computed over-approximation 
of the real executions
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Static Program Analysis

• Widely used in software industry

• Automatically, statically, and soundly predict software behavior (e.g., bugs)

• Statically: analyzing program source code without execution

• Soundly: program analysis finds all the bugs

…

• Automatically: software analyzes software

Static 
analyzer

Program
(Source code)

Program
states

Analysis result

• Static analyzer computes over-approximation of program behavior

Error 
states

Consists of sound analysis rules

Analyzer proved the program is bug-free
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Static Program Analysis

• Widely used in software industry

• Automatically, statically, and soundly predict software behavior (e.g., bugs)

• Statically: analyzing program source code without execution

• Soundly: program analysis finds all the bugs

…

• Automatically: software analyzes software

Static 
analyzer

Program
(Source code)

Program
states

Analysis result

• Static analyzer computes over-approximation of program behavior

Error 
states

Consists of sound analysis rules

Analyzer finds all the bugs
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Static Program Analysis

• Widely used in software industry

• Automatically, statically, and soundly predict software behavior (e.g., bugs)

• Statically: analyzing program source code without execution

• Soundly: program analysis finds all the bugs

…

• Automatically: software analyzes software

Static 
analyzer

Program
(Source code)

Program
states

Analysis result

• Static analyzer computes over-approximation of program behavior

Error 
states

Consists of sound analysis rules

Analyzer produced false alarm
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Static Program Analysis

• Widely used in software industry

• Automatically, statically, and soundly predict software behavior (e.g., bugs)

• Statically: analyzing program source code without execution

• Soundly: program analysis finds all the bugs

…

• Automatically: software analyzes software
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Long Standing Open Problem in Static Analysis

Soundness

Scalability Precision

Find all bugs

Report few false alarmsScale to large programs

• How to achieve soundness, precision, and scalability at the same time?
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Long Standing Open Problem in Static Analysis

Soundness

Scalability Precision

Fast but imprecise static analyzer

Produce too many false alarms

• How to achieve soundness, precision, and scalability at the same time?
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Find all bugs

Report few false alarmsScale to large programs



Long Standing Open Problem in Static Analysis

Soundness

Scalability Precision

Precise but expensive static analyzer

Unable to analyze large programs

• How to achieve soundness, precision, and scalability at the same time?

17

Find all bugs

Report few false alarmsScale to large programs



Long Standing Open Problem in Static Analysis

Soundness

Scalability Precision

?
How can we achieve this?

• How to achieve soundness, precision, and scalability at the same time?

18

Find all bugs

Report few false alarmsScale to large programs



 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

Example program

There are four methods (main, f, g, h)

Example: Selective Context Sensitivity
• Suppose we analyze the left example program

19

• Which methods need to be analyzed precisely?

• Which methods need to be analyzed coarsely?



 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

Example program

There are four methods (main, f, g, h)

Example: Selective Context Sensitivity
• Suppose we analyze the left example program

x is always 10

20

Always holds
(x = 10)

• Which methods need to be analyzed precisely?

• Which methods need to be analyzed coarsely?



 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

Example program

There are four methods (main, f, g, h)

• Which methods need to be analyzed precisely?

Example: Selective Context Sensitivity

• Which methods need to be analyzed coarsely?

• Suppose we analyze the left example program
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Example: Selective Context Sensitivity

 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

• Precisely analyzing all the method calls makes the analysis precise but expensive

3-context sensitivity

main

f

f

g

g

g

g

h

i1

i2

i3

i4

i3

i4

i5

i5

i5

i5

[*, *, *]
[*, *, i1]

[*, *, i2]

[*, i1, i3] [i1, i3, i5]

[i1, i4, i5]
h

h

h

[i2, i3, i5]

[i2, i4, i5]

[*, i1, i4]

[*, i2, i3]

[*, i2, i4]

x = 10

y = -10

x = 10

y = -10Apply 3-ctx : 
{h,g,f,main}Example program 22



Example: Selective Context Sensitivity

 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

• Precisely analyzing all the method calls makes the analysis precise but expensive

3-context sensitivity

main

f

f

g

g

g

g

h

i1

i2

i3

i4

i3

i4

i5

i5

i5

i5

[*, *, *]
[*, *, i1]

[*, *, i2]

[*, i1, i3] [i1, i3, i5]

[i1, i4, i5]
h

h

h

[i2, i3, i5]

[i2, i4, i5]

[*, i1, i4]

[*, i2, i3]

[*, i2, i4]

x = 10

y = -10

x = 10

y = -10Apply 3-ctx : 
{h,g,f,main}Example program 23



• Precisely analyzing all the method calls makes the analysis precise but expensive

 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

Example program

Apply 3-ctx : 
{h,g,f,main}

Example: Selective Context Sensitivity

3-context sensitivity
Can prove the query

x = 10
main

f

f

g

g

g

g

h

i1

i2

i3

i4

i3

i4

i5

i5

i5

i5

[*, *, *]
[*, *, i1]

[*, *, i2]

[*, i1, i3] [i1, i3, i5]

[i1, i4, i5]
h

h

h

[i2, i3, i5]

[i2, i4, i5]

[*, i1, i4]

[*, i2, i3]

[*, i2, i4]

x = 10

y = -10

x = 10

y = -10
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• Precisely analyzing all the method calls makes the analysis precise but expensive

 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

Example program

Apply 3-ctx : 
{h,g,f,main}

Example: Selective Context Sensitivity

3-context sensitivity
Can prove the query

x = 10
main

f

f

g

g

g

g

h

i1

i2

i3

i4

i3

i4

i5

i5

i5

i5

[*, *, *]
[*, *, i1]

[*, *, i2]

[*, i1, i3] [i1, i3, i5]

[i1, i4, i5]
h

h

h

[i1, i3, i5]

[i1, i3, i5]

[*, i1, i4]

[*, i2, i3]

[*, i2, i4]

x = 10

y = -10

x = 10

y = -10

Precisely analyzing all the methods is impractical

“Deep-context object-sensitive analyses are the most 
precise in practice, but do not always scale well.”

- Smaragdakis et al. [2014]
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main f g
[] [] []

• Coarsely analyzing all method calls is fast but makes the analysis imprecise

context-insensitive
(0-ctx sensitivity)

x = 10 or -10h
[]

i1,i2 i3,i4 i5

Example: Selective Context Sensitivity

Apply 3-ctx : {}
Apply 2-ctx : {}
Apply 1-ctx : {}

Apply 0-ctx : {h,g,f,main}

 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

Example program

y = 10 or -10
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• Coarsely analyzing all method calls is fast but makes the analysis imprecise

 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

Example program

main f g
[] [] []

context-insensitive
(0-ctx sensitivity)

unable to prove the query

h
[]

i1,i2 i3,i4 i5

Example: Selective Context Sensitivity

Apply 3-ctx : {}
Apply 2-ctx : {}
Apply 1-ctx : {}

Apply 0-ctx : {h,g,f,main}

x = 10 or -10 x = 10 or -10
y = 10 or -10
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• Coarsely analyzing all method calls is fast but makes the analysis imprecise

Example: Selective Context Sensitivity

 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

Example program

main f g
[] [] []

context-insensitive
(0-ctx sensitivity)

v = 10 or -10

unable to prove the query

h
[]

i1,i2 i3,i4 i5

Apply 3-ctx : {}
Apply 2-ctx : {}
Apply 1-ctx : {}

Apply 0-ctx : {h,g,f,main}

x = 10 or -10

“for some applications,…precise context sensitivity is essential”

Coarsely analyzing all the methods is also impractical in practice

- Smaragdakis et al. [2014]
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main f
[] []

• Selective context sensitivity can make the analysis fast and precise

Selective context sensitivity

x = 10
i1,i2

g

g

hi5

i5

[i3] [i3, i5]

[i4]
h

[i4, i5]
y = -10

Apply 2-ctx : {h}
Apply 1-ctx : {g}

Apply 0-ctx : {f, main}

Example: Selective Context Sensitivity

 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

Example program

i3

i4
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main f
[] []

• Selective context sensitivity can make the analysis fast and precise

Selective context sensitivity

x = 10
i1,i2

g

g

hi5

i5

[i3] [i3, i5]

[i4]
h

[i4, i5]
y = -10

Apply 2-ctx : {h}
Apply 1-ctx : {g}

Apply 0-ctx : {f, main}

Example: Selective Context Sensitivity

 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

Example program

i3

i4

Coarsely analyzedCoarsely analyzedCoarsely analyzed
30



main f
[] []

• Selective context sensitivity can make the analysis fast and precise

Selective context sensitivity

x = 10
i1,i2

g

g

hi5

i5

[i3] [i3, i5]

[i4]
h

[i4, i5]
y = -10

Apply 2-ctx : {h}
Apply 1-ctx : {g}

Apply 0-ctx : {f, main}

Example: Selective Context Sensitivity

 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

Example program

i3

i4

Precisely analyzedPrecisely analyzedPrecisely analyzed
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 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

Example program

Example: Selective Context Sensitivity

main f
[] []

• Selective context sensitivity can make the analysis fast and precise

Selective context sensitivity

x = 10
i1,i2

g

g

hi5

i5

[i3] [i3, i5]

[i4]
h

[i4, i5]
y = -10

Can prove the query

x = 10
i3

i4

Apply 2-ctx : {h}
Apply 1-ctx : {g}

Apply 0-ctx : {f, main}32



Apply 2-ctx : {h}
Apply 1-ctx : {g}

Apply 0-ctx : {f, main}

Example: Selective Context Sensitivity

 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

• Selective context sensitivity can make the analysis fast and precise

Example program

main f
[] []

Selective context sensitivity

x = 10
i1,i2

g

g

hi5

i5

[i3] [i3, i5]

[i4]
h

[i4, i5]
v = -10Challenge:

How can we find a good classification?
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Apply 2-ctx : {h}
Apply 1-ctx : {g}

Apply 0-ctx : {f, main}

 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

Example program

Example: Selective Context Sensitivity

main f
[] []

Selective context sensitivity

v = 10
i1,i2

g

g

hi5

i5

[i3] [i3, i5]

[i4]
h

[i4, i5]
v = -10

• Selective context sensitivity can make the analysis fast and precise
Hard search problem:

(1) Large search space (e.g., )
(2) There are few good classifications

(k + 1)|Method|

Challenge:
How can we find a good classification?
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Apply 2-ctx : {h}
Apply 1-ctx : {g}

Apply 0-ctx : {f, main}

 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

Example program

Example: Selective Context Sensitivity

main f
[] []

Selective context sensitivity

v = 10
i1,i2

g

g

hi5

i5

[i3] [i3, i5]

[i4]
h

[i4, i5]
v = -10

• Selective context sensitivity can make the analysis fast and precise

Many analysis heuristics have been proposed

Hard search problem:
(1) Large search space (e.g., )

(2) There are few good classifications
(k + 1)|Method|

Challenge:
How can we find a good classification?
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Static Analysis Needs Analysis Heuristics

• Modern static analyzers need analysis heuristics to become practical

Program Static Analyzer Results

Existing: manually designed analysis heuristics

• “Making Pointer Analysis More Precise by Unleashing the Power of Selective Context Sensitivity” [OOPSLA 2021]

• “Scalability-First Pointer Analysis with Self-Tuning Context-Sensitivity” [FSE 2018]

• “IFDS-based Context Debloating for Object-Sensitive Pointer Analysis” [ASE 2023]

• “Precision-Guided Context Sensitivity for Pointer Analysis” [OOPSLA 2018]

• “Efficient and Precise Points-to Analysis: Modeling the Heap by Merging Equivalent Automata” [PLDI 2017]
• …

Analysis heuristic
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Static Analysis Needs Analysis Heuristics

• Modern static analyzers need analysis heuristics to become practical

Program Static Analyzer Results

Existing: manually designed analysis heuristics

• “Making Pointer Analysis More Precise by Unleashing the Power of Selective Context Sensitivity” [OOPSLA 2021]

• “Scalability-First Pointer Analysis with Self-Tuning Context-Sensitivity” [FSE 2018]

• “IFDS-based Context Debloating for Object-Sensitive Pointer Analysis” [ASE 2023]

• “Precision-Guided Context Sensitivity for Pointer Analysis” [OOPSLA 2018]

• “Efficient and Precise Points-to Analysis: Modeling the Heap by Merging Equivalent Automata” [PLDI 2017]
• …

Analysis heuristicdifficult, time-consuming, less effective

Problem:
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Data-Driven Static Analysis
• Data-driven static analysis aims to generate heuristics automatically

Learning algorithm Data

+
• Automatically generating powerful analysis heuristics

Program Static Analyzer ResultsAnalysis heuristic

38



OOPSLA 2017

Important k Obj2CFA

Graphick

Disjunctive model &
Learning algorithm

PL4XGL

OOPSLA 2018

OOPSLA 2020 Will be Submitted

POPL 2022
New application

Generalization

Future works

Future works
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Will be Submitted

OOPSLA 2017

Important k Obj2CFA

Graphick

Disjunctive model &
Learning algorithm

PL4XGL

OOPSLA 2018

OOPSLA 2020

POPL 2022
New application

Generalization

Future works

Future works
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Designed a learning framework



Our Learning Framework

Static analyzer Training data
(programs)

Atomic features
( )a1, a2, …, an

Our framework

f1ctx = (a1 ∧ ¬a3 ∧ ¬a4 ∧ …) ∨ (¬a3 ∧ ¬a4 ∧ ¬a7 ∧ …) ∨ . . .
f2ctx = (a1 ∧ ¬a3 ∧ ¬a6 ∧ a8 ∧ ¬a9 ∧ ¬a16 ∧ a17 ∧ a18 ∧ … ∧ ¬a25)

Learned selective context sensitivity heuristic
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Our Learning Framework

Static analyzer Training data
(programs)

Atomic features
( )a1, a2, …, an

Our framework

f1ctx = (a1 ∧ ¬a3 ∧ ¬a4 ∧ …) ∨ (¬a3 ∧ ¬a4 ∧ ¬a7 ∧ …) ∨ . . .
f2ctx = (a1 ∧ ¬a3 ∧ ¬a6 ∧ a8 ∧ ¬a9 ∧ ¬a16 ∧ a17 ∧ a18 ∧ … ∧ ¬a25)

Learned selective context sensitivity heuristic

Predicates on 
methods

• Static analyzer is modeled as a blackbox function F :

F(p, a) ⇒ 2ℚ × ℕ
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Our Learning Framework

Static analyzer Training data
(programs)

Atomic features
( )a1, a2, …, an

Our framework

f1ctx = (a1 ∧ ¬a3 ∧ ¬a4 ∧ …) ∨ (¬a3 ∧ ¬a4 ∧ ¬a7 ∧ …) ∨ . . .
f2ctx = (a1 ∧ ¬a3 ∧ ¬a6 ∧ a8 ∧ ¬a9 ∧ ¬a16 ∧ a17 ∧ a18 ∧ … ∧ ¬a25)

Learned selective context sensitivity heuristic

Predicates on 
methods

• Static analyzer is modeled as a blackbox function F :

F(p, a) ⇒ 2ℚ × ℕ

Apply 2-ctx : {h}
Apply 1-ctx : {g}

Apply 0-ctx : {f, main}

classification
Program

program
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Our Learning Framework

Static analyzer Training data
(programs)

Atomic features
( )a1, a2, …, an

Our framework

f1ctx = (a1 ∧ ¬a3 ∧ ¬a4 ∧ …) ∨ (¬a3 ∧ ¬a4 ∧ ¬a7 ∧ …) ∨ . . .
f2ctx = (a1 ∧ ¬a3 ∧ ¬a6 ∧ a8 ∧ ¬a9 ∧ ¬a16 ∧ a17 ∧ a18 ∧ … ∧ ¬a25)

Learned selective context sensitivity heuristic

Predicates on 
methods

• Static analyzer is modeled as a blackbox function F :

F(p, a) ⇒ 2ℚ × ℕ
Analysis timeQueries proven to be safe
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Our Learning Framework

Static analyzer Training data
(programs)

Our framework

f1ctx = (a1 ∧ ¬a3 ∧ ¬a4 ∧ …) ∨ (¬a3 ∧ ¬a4 ∧ ¬a7 ∧ …) ∨ . . .
f2ctx = (a1 ∧ ¬a3 ∧ ¬a6 ∧ a8 ∧ ¬a9 ∧ ¬a16 ∧ a17 ∧ a18 ∧ … ∧ ¬a25)

Learned selective context sensitivity heuristic

Small programs

Atomic features
( )a1, a2, …, an
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Static analyzer Training data
(programs)

Our framework

f1ctx = (a1 ∧ ¬a3 ∧ ¬a4 ∧ …) ∨ (¬a3 ∧ ¬a4 ∧ ¬a7 ∧ …) ∨ . . .
f2ctx = (a1 ∧ ¬a3 ∧ ¬a6 ∧ a8 ∧ ¬a9 ∧ ¬a16 ∧ a17 ∧ a18 ∧ … ∧ ¬a25)

Learned selective context sensitivity heuristic

25 predicates on methods
(e.g., has if statement?,
takes void input?,…)

Our Learning Framework

Atomic features
( )a1, a2, …, an
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Static analyzer Training data
(programs)

Atomic features
( )a1, a2, …, an

Our framework

f1ctx = (a1 ∧ ¬a3 ∧ ¬a4 ∧ …) ∨ (¬a3 ∧ ¬a4 ∧ ¬a7 ∧ …) ∨ . . .
f2ctx = (a1 ∧ ¬a3 ∧ ¬a6 ∧ a8 ∧ ¬a9 ∧ ¬a16 ∧ a17 ∧ a18 ∧ … ∧ ¬a25)

Learned selective context sensitivity heuristic

Our Learning Framework
• minimizes analysis cost while is precise enough

Find a heuristic (classifier)  thatℋ = ⟨ f2ctx, f1ctx⟩
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Our Learning Framework

Static analyzer Training data
(programs)

Atomic features
( )a1, a2, …, an

Our framework

f1ctx = (a1 ∧ ¬a3 ∧ ¬a4 ∧ …) ∨ (¬a3 ∧ ¬a4 ∧ ¬a7 ∧ …) ∨ . . .
f2ctx = (a1 ∧ ¬a3 ∧ ¬a6 ∧ a8 ∧ ¬a9 ∧ ¬a16 ∧ a17 ∧ a18 ∧ … ∧ ¬a25)

Learned selective context sensitivity heuristic

Find a heuristic (classifier)  thatℋ = ⟨ f2ctx, f1ctx⟩

• minimizes analysis cost

• while satisfies a user-provided precision constraint

f : { , }
h : { }
g : { }
m : {}

a1 a2
a1
a2

f2ctx = (a1 ∧ a2) ∨ (¬a1 ∧ ¬a2)
2-ctx: {f, m}

Methods Disjunctive heuristic

f1ctx = (a1 ∧ ¬a2)
1-ctx: {h}
0-ctx: {g}

Classification

How a heuristic  worksℋ = ⟨ f2ctx, f1ctx⟩
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Our Learning Framework

Static analyzer Training data
(programs)

Atomic features
( )a1, a2, …, an

Our framework

f1ctx = (a1 ∧ ¬a3 ∧ ¬a4 ∧ …) ∨ (¬a3 ∧ ¬a4 ∧ ¬a7 ∧ …) ∨ . . .
f2ctx = (a1 ∧ ¬a3 ∧ ¬a6 ∧ a8 ∧ ¬a9 ∧ ¬a16 ∧ a17 ∧ a18 ∧ … ∧ ¬a25)

Learned selective context sensitivity heuristic

Find a heuristic (classifier)  thatℋ = ⟨ f2ctx, f1ctx⟩

• minimizes analysis cost

• while satisfies a user-provided precision constraint

f : { , }
h : { }
g : { }
m : {}

a1 a2
a1
a2

f2ctx = (a1 ∧ a2) ∨ (¬a1 ∧ ¬a2)
2-ctx: {f, m}

Methods Disjunctive heuristic

1-ctx: {h}
0-ctx: {g}

Classification

How a heuristic  worksℋ = ⟨ f2ctx, f1ctx⟩

f1ctx = (a1 ∧ ¬a2)
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Our Learning Framework

Static analyzer Training data
(programs)

Atomic features
( )a1, a2, …, an

Our framework

f1ctx = (a1 ∧ ¬a3 ∧ ¬a4 ∧ …) ∨ (¬a3 ∧ ¬a4 ∧ ¬a7 ∧ …) ∨ . . .
f2ctx = (a1 ∧ ¬a3 ∧ ¬a6 ∧ a8 ∧ ¬a9 ∧ ¬a16 ∧ a17 ∧ a18 ∧ … ∧ ¬a25)

Learned selective context sensitivity heuristic

Find a heuristic (classifier)  thatℋ = ⟨ f2ctx, f1ctx⟩

• minimizes analysis cost

• while satisfies a user-provided precision constraint

f : { , }
h : { }
g : { }
m : {}

a1 a2
a1
a2

f2ctx = (a1 ∧ a2) ∨ (¬a1 ∧ ¬a2)
2-ctx: {f, m}

Methods Disjunctive heuristic

1-ctx: {h}
0-ctx: {g}

Classification

How a heuristic  worksℋ = ⟨ f2ctx, f1ctx⟩

f1ctx = (a1 ∧ ¬a2)
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Our Learning Framework

Static analyzer Training data
(programs)

Atomic features
( )a1, a2, …, an

Our framework

f1ctx = (a1 ∧ ¬a3 ∧ ¬a4 ∧ …) ∨ (¬a3 ∧ ¬a4 ∧ ¬a7 ∧ …) ∨ . . .
f2ctx = (a1 ∧ ¬a3 ∧ ¬a6 ∧ a8 ∧ ¬a9 ∧ ¬a16 ∧ a17 ∧ a18 ∧ … ∧ ¬a25)

Learned selective context sensitivity heuristic

Find a heuristic (classifier)  thatℋ = ⟨ f2ctx, f1ctx⟩

• minimizes analysis cost

• while satisfies a user-provided precision constraint

f : { , }
h : { }
g : { }
m : {}

a1 a2
a1
a2

f2ctx = (a1 ∧ a2) ∨ (¬a1 ∧ ¬a2)
2-ctx: {f, m}

Methods Disjunctive heuristic

1-ctx: {h}
0-ctx: {g}

Classification

How a heuristic  worksℋ = ⟨ f2ctx, f1ctx⟩

f1ctx = (a1 ∧ ¬a2)
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Our Learning Framework

Static analyzer Training data
(programs)

Atomic features
( )a1, a2, …, an

Our framework

f1ctx = (a1 ∧ ¬a3 ∧ ¬a4 ∧ …) ∨ (¬a3 ∧ ¬a4 ∧ ¬a7 ∧ …) ∨ . . .
f2ctx = (a1 ∧ ¬a3 ∧ ¬a6 ∧ a8 ∧ ¬a9 ∧ ¬a16 ∧ a17 ∧ a18 ∧ … ∧ ¬a25)

Learned selective context sensitivity heuristic

Find a heuristic (classifier)  thatℋ = ⟨ f2ctx, f1ctx⟩

• minimizes analysis cost

• while satisfies a user-provided precision constraint

f : { , }
h : { }
g : { }
m : {}

a1 a2
a1
a2

f2ctx = (a1 ∧ a2) ∨ (¬a1 ∧ ¬a2)
2-ctx: {f, m}

Methods Disjunctive heuristic

f1ctx = (a1 ∧ ¬a2)
1-ctx: {h}
0-ctx: {g}

Classification

How a heuristic  worksℋ = ⟨ f2ctx, f1ctx⟩
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Static analyzer Training data
(programs)

Atomic features
( )a1, a2, …, an

Our framework

f1ctx = (a1 ∧ ¬a3 ∧ ¬a4 ∧ …) ∨ (¬a3 ∧ ¬a4 ∧ ¬a7 ∧ …) ∨ . . .
f2ctx = (a1 ∧ ¬a3 ∧ ¬a6 ∧ a8 ∧ ¬a9 ∧ ¬a16 ∧ a17 ∧ a18 ∧ … ∧ ¬a25)

Learned selective context sensitivity heuristic

Our Learning Framework
• minimizes analysis cost while is precise enough

Find a heuristic (classifier)  thatℋ = ⟨ f2ctx, f1ctx⟩

# queries proved by the current heuristic ℋ
> 0.9

• E.g., maintain 90% precision of the fully 2-ctx sensitivity for the training set

# queries proved by the fully 2-ctx sensitivity

• User-provided precision constraint

Classifies all the methods into 2-ctx
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Our Learning Framework

Static analyzer Training data
(programs)

Atomic features
( )a1, a2, …, an

Our framework

f1ctx = (a1 ∧ ¬a3 ∧ ¬a4 ∧ …) ∨ (¬a3 ∧ ¬a4 ∧ ¬a7 ∧ …) ∨ . . .
f2ctx = (a1 ∧ ¬a3 ∧ ¬a6 ∧ a8 ∧ ¬a9 ∧ ¬a16 ∧ a17 ∧ a18 ∧ … ∧ ¬a25)

Learned selective context sensitivity heuristic

Find a heuristic (classifier)  thatℋ = ⟨ f2ctx, f1ctx⟩

• minimizes analysis cost

• while satisfies a user-provided precision constraint

We learn each formula via greedy refinement

1. Initialize  to be the most general DNF formulaf
f = a1 ∨ ¬a1 ∨ a2 ∨ ¬a2 ∨ … ∨ an ∨ ¬an ( ≡ true)

2. Repeat the following until no refinement is possible
f = c1 ∨ c2 ∨ …, ∨ cn

1. Choose a conjunction, say ci

2. Refine the conjunction with a feature aj
f = c1 ∨ c2 ∨ …, ∨ (ci ∧ aj) ∨ cn

3. Check the precision constraint: If not, revert the last change.

(details in our paper)
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Our Learning Framework

Static analyzer Training data
(programs)

Atomic features
( )a1, a2, …, an

Our framework

f1ctx = (a1 ∧ ¬a3 ∧ ¬a4 ∧ …) ∨ (¬a3 ∧ ¬a4 ∧ ¬a7 ∧ …) ∨ . . .
f2ctx = (a1 ∧ ¬a3 ∧ ¬a6 ∧ a8 ∧ ¬a9 ∧ ¬a16 ∧ a17 ∧ a18 ∧ … ∧ ¬a25)

Learned selective context sensitivity heuristic

Find a heuristic (classifier)  thatℋ = ⟨ f2ctx, f1ctx⟩

• minimizes analysis cost

• while satisfies a user-provided precision constraint

We learn each formula via greedy refinement

1. Initialize  to be the most general DNF formulaf
f = a1 ∨ ¬a1 ∨ a2 ∨ ¬a2 ∨ … ∨ an ∨ ¬an ( ≡ true)

2. Repeat the following until no refinement is possible
f = c1 ∨ c2 ∨ …, ∨ cn

1. Choose a conjunction, say ci

2. Refine the conjunction with a feature aj
f = c1 ∨ c2 ∨ …, ∨ (ci ∧ aj) ∨ cn

3. Check the precision constraint: If not, revert the last change.

(details in our paper)
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Our Learning Framework

Static analyzer Training data
(programs)

Atomic features
( )a1, a2, …, an

Our framework

f1ctx = (a1 ∧ ¬a3 ∧ ¬a4 ∧ …) ∨ (¬a3 ∧ ¬a4 ∧ ¬a7 ∧ …) ∨ . . .
f2ctx = (a1 ∧ ¬a3 ∧ ¬a6 ∧ a8 ∧ ¬a9 ∧ ¬a16 ∧ a17 ∧ a18 ∧ … ∧ ¬a25)

Learned selective context sensitivity heuristic

Find a heuristic (classifier)  thatℋ = ⟨ f2ctx, f1ctx⟩

• minimizes analysis cost

• while satisfies a user-provided precision constraint

We learn each formula via greedy refinement

1. Initialize  to be the most general DNF formulaf
f = a1 ∨ ¬a1 ∨ a2 ∨ ¬a2 ∨ … ∨ an ∨ ¬an ( ≡ true)

2. Repeat the following until no refinement is possible
f = c1 ∨ c2 ∨ …, ∨ cn

1. Choose a conjunction, say ci

2. Refine the conjunction with a feature aj
f = c1 ∨ c2 ∨ …, ∨ (ci ∧ aj) ∨ cn

3. Check the precision constraint: If not, revert the last change.

(details in our paper)
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Static analyzer Training data
(programs)

Atomic features
( )a1, a2, …, an

Our framework

f1ctx = (a1 ∧ ¬a3 ∧ ¬a4 ∧ …) ∨ (¬a3 ∧ ¬a4 ∧ ¬a7 ∧ …) ∨ . . .
f2ctx = (a1 ∧ ¬a3 ∧ ¬a6 ∧ a8 ∧ ¬a9 ∧ ¬a16 ∧ a17 ∧ a18 ∧ … ∧ ¬a25)

Learned selective context sensitivity heuristic

Our Learning Framework

57
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Important k Obj2CFA
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Disjunctive model &
Learning algorithm

PL4XGL
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OOPSLA 2020

POPL 2022
New application

Generalization

Future works

Future works
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Designed a learning framework



OOPSLA 2017

Important k Obj2CFA

Graphick

Disjunctive model &
Learning algorithm

PL4XGL

OOPSLA 2018

OOPSLA 2020

POPL 2022
New application

Generalization

Future works

Future works
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Will be Submitted

Found a problem in static analysis used for 40 years



Paper (29 pages)

…

A Key Limiting Factor in Static Analysis

in the paper

• Suppose you gave an assignment to summarize a paper with three sentences

67



Paper (29 pages)

Last 3 sentence context abstraction

Which grade would you give?

…

A Key Limiting Factor in Static Analysis
• Suppose a student summarized the paper with the last-3 sentences
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• Suppose a student summarized the paper with the last-3 sentences

Paper (29 pages)

Last 3 string context abstraction

How effective is this summarization?

…

Existing static analyzers use last-k context abstraction

Doop Safe …

Java Javascript C

for 40 years

A Key Limiting Factor in Static Analysis

69



• Conventional k-context sensitivity keeps the last k

3-context sensitivity

Used for 40 years

A Key Limiting Factor in Static Analysis

70

Concrete context:

Abstract context:

1 2 3 4 5 6 7

5 6 7



A Key Limiting Factor in Static Analysis
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 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

3-context sensitivity

main

f

f

g

g

g

g

h

i1

i2

i3

i4

i3

i4

i5

i5

i5

i5

[*, *, *]
[*, *, i1]

[*, *, i2]

[*, i1, i3] [i1, i3, i5]

[i1, i4, i5]
h

h

h

[i1, i3, i5]

[i1, i4, i5]

[*, i1, i4]

[*, i2, i3]

[*, i2, i4]

v = 10

v = -10

v = 10

v = -10

Example program
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 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

2-context sensitivity

main

f

f

g

g

g

g

i1

i2

i3

i4

i3

i4

i5

i5

[*, *]
[*, i1]

[*, i2]

[i1, i3]

[i3, i5]
h

h
[i4, i5]

[i1, i4]

[i2, i3]

[i2, i4]

v = -10

v = 10

Example program

i5

i5

[i1,i3,i5]
[i2,i3,i5]

[i1,i4,i5]
[i2,i4,i5]
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 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

2-context sensitivity

main

f

f

g

g

g

g

i1

i2

i3

i4

i3

i4

i5

i5

[*, *]
[*, i1]

[*, i2]

[i1, i3]

[i3, i5]
h

h
[i4, i5]

[i1, i4]

[i2, i3]

[i2, i4]

y = -10

x = 10

Example program

i5

i5

[i1,i3,i5]
[i2,i3,i5]

[i1,i3,i5]
[i2,i3,i5]

“A key part of the appeal of standard 1-CFA, 2-CFA, etc. and of 1-
object sensitivity is their simplicity and universal applicability.”

Consciousness in static analysis community

- A reviewer [expert]

Last k



3-context sensitivity

• Conventional k-context sensitivity keeps the last k Used for 40 years

A Key Limiting Factor in Static Analysis
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Concrete context:

Abstract context:

1 2 3 4 5 6 7

5 6 7
: important

: useless

Abandoned!
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 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

1-context sensitivity

main

f

f

g

g

i1

i2

i3

i4

i5

i5

[*]

[i1]

[i2]

h
[i5]

[i3]

[i4]

Example program

[i1,i4,i5]
[i2,i4,i5]

i4

i3

[i1,i3,i5]
[i1,i3,i5]

unable to prove the query

x = 10 or -10

v = -10 or 10
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 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

1-context sensitivity

main

f

f

g

g

i1

i2

i3

i4

i5

i5

[*]

[i1]

[i2]

h
[i5]

[i3]

[i4]

Example program

[i1,i4,i5]
[i2,i4,i5]

i4

i3

[i1,i3,i5]
[i1,i3,i5]

Abandoned!

unable to prove the query

x = 10 or -10

v = 10

v = -10

v = -10 or 10



Our Solution: Keep Important K

• Our solution is to keep the most important k instead of the last k

77

Concrete context:

Abstract context:

1 2 3 4 5 6 7

1 2 4
: important

: useless
3-context sensitivity
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 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

1-context sensitivity

Example program
Important : {i3,i4}

Unimportant : {i1,i2,i5}

main f
[*] [*]

x = 10
i1,i2

g

g

hi5

i5

[i3] [i3]

[i4]
h

[i4]
y = -10

i3

i4

[i1,i3,i5]
[i2,i3,i5]

[i1,i4,i5]
[i2,i4,i5]
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 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

1-context sensitivity

Example program
Important : {i3,i4}

Unimportant : {i1,i2,i5}

main f
[*] [*]

x = 10
i1,i2

g

g

hi5

i5

[i3] [i3]

[i4]
h

[i4]
y = -10

i3

i4

[i1,i3,i5]
[i2,i3,i5]

[i1,i4,i5]
[i2,i4,i5]
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 main(){
   f();//i1
   f();//i2
 }
 f(){
   x = g(10);//i3
   y = g(-10);//i4
   assert (x > 0);//query
}
 g(v){ret h(v);}//i5
 h(v){ret v;}

1-context sensitivity

Example program
Important : {i3,i4}

Unimportant : {i1,i2,i5}

main f
[*] [*]

x = 10
i1,i2

g

g

hi5

i5

[i3] [i3]

[i4]
h

[i4]
y = -10

i3

i4

[i1,i3,i5]
[i2,i3,i5]

[i1,i4,i5]
[i2,i4,i5]

Challenge:
How can we find a good classification?



Static analyzer
Training data
(programs)

Atomic features
( )a1, a2, …, an

Our framework

f = (a1 ∧ ¬a2 ∧ ¬a3 ∧ …) ∨ (a1 ∧ ¬a3 ∧ a7 ∧ …) ∨ …
Learned heuristic describing unimportant content elements

Our Learning Framework
• We designed a framework for learning unimportant context elements
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Apply the heuristic

•1-ctx with important-k is even more precise than conventional 2-ctx

Performance of Our Learned Heuristic

“… 98.8% of the precision of 2obj can be preserved…”
-Li et al. [OOPSLA’ 18]

“Scaler still attains most of the precision gains of 2obj …”
-Li et al. [FSE’ 18]

“ …it covers more than two-thirds of the precision advantage of 2objH”
-Smaragdakis et al. [PLDI’ 14]

…

• 2-ctx had been used as a precision upper bound
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OOPSLA 2017

Important k Obj2CFA

Graphick

Disjunctive model &
Learning algorithm

PL4XGL

OOPSLA 2018

OOPSLA 2020

POPL 2022
New application

Improving &
Generalization

Future works

Future works

Establishing important k as a standard

84
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Will be Submitted

OOPSLA 2017

Important k Obj2CFA

Graphick

Disjunctive model &
Learning algorithm

PL4XGL

OOPSLA 2018

OOPSLA 2020

POPL 2022
New application

Improving &
Generalization

Future works

Future works

Establishing important k as a standard

Challenged to a commonly accepted knowledge

85



1981 20222002 2010

Two major camps in OOP program analysis

Call-site Sensitivity vs Object Sensitivity
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Call-site Sensitivity vs Object Sensitivity

Call-site sensitivity was born in 1981

foo(){
  goo();
  goo();
}

0:
1:
2:
3:

Call graph

• Considers “Where”

1981 20222002 2010

foo

goo
[1]

goo
[2]

Context

Context

Call-site sensitivity

Where is it called from?
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1981 20222002 2010

Object sensitivity appeared in 2002

• Considers “What”

foo(p){
  p.goo();
}

0:
1:
2:

O1 or O2

foo

Call graph

goo
[O1]

goo
[O2]

Object sensitivity

Context

Context

Call-site Sensitivity vs Object Sensitivity
What is it called with?
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Call-site Sensitivity vs Object Sensitivity

…

1981 20222002 2010

VSObj CFA

Call-site Sensitivity vs Object Sensitivity
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Call-site Sensitivity vs Object Sensitivity

…

1981 20222002 2010

Obj CFAObj wins Obj wins Obj wins Obj wins

Call-site Sensitivity vs Object Sensitivity
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Lectures have taught superiority of object sensitivity

1981 20222002 2010

Obj

…

Call-site Sensitivity vs Object Sensitivity
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Researches on Object Sensitivity

1981 20222002 2010

Obj

…

Call-site Sensitivity vs Object Sensitivity
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1981 20222002 2010

Call-site Sensitivity has been ignored

“… call-site-sensitivity is less important than others …”
- Jeon et al. [2019]

CFA

Call-site Sensitivity vs Object Sensitivity
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1981 20222002 2010

Call-site Sensitivity has been ignored

“… call-site-sensitivity is less important than others …”
- Jeon et al. [2019]

CFA
I also strongly dismissed call-site sensitivity

Call-site Sensitivity vs Object Sensitivity
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1981 20222002 2010

Call-site Sensitivity has been ignored

- Tan et al. [2016]

CFA

“…, we have included 2cs+h to demonstrate the 
superiority of object-sensitivity …”

Currently, call-site sensitivity is known as a bad context

Call-site Sensitivity vs Object Sensitivity
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1981 20222002 2010 2018

Jeon et al. [2018]

Paradigm shift
Last k Important k

Call-site Sensitivity vs Object Sensitivity
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VS

Obj CFA

20221981 2002 2010 2018

Important k
Last k

Call-site Sensitivity vs Object Sensitivity
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CFA wins! Obj CFA

I return!

20221981 2002 2010 2018

Call-site Sensitivity vs Object Sensitivity
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1objH+T :  timeout (> 10,800)
2objH :  timeout (> 10,800)
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“I cannot support acceptance of this paper, due to the following major concerns:
…

Further, the comparison is only in the presence of important k, not without, and 
readers are likely to miss this restrictive assumption.”

A Review Comment

- Reviewer B
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• Existing: unexplainable AI (Graph Neural Network)

Input graph data
(e.g., molecule)

Prediction
(e.g., the molecule is safe)

GNN
(Black box)
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• Program representation

• Social network

• …



Input graph data
(e.g., molecule)

Prediction
(e.g., the molecule is safe)

GNN
(Black box)

Does not explain why the 
prediction is made

117

A correct prediction only partially solves your 
problem. The model must also explain why.

- Molnar [2022]

Value of explainability is growing fast

• Existing: unexplainable AI (Graph Neural Network)



• Existing: unexplainable AI (GNN) + explanation technique
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• Existing: unexplainable AI (GNN) + explanation technique

Input graph data
(e.g., molecule)

Prediction
(e.g., the molecule is safe)

GNN
(Black box)

Explanation
(e.g., important subgraph)

GNN explanation
Technique

Two key problems
• Additional (expensive) explanation cost is required

• The explanations are not guaranteed to be correct
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Prediction
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• Our new technique: PL-based inherently explainable Graph Machine learning
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= label 1
= label 2

• No additional explanation cost

• Explanations are guaranteed to be correct
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(                               , 2, 0.7)

n1 n2

n3n4

⟨1.0⟩

⟨0.0⟩⟨1.0⟩

Graph data Our model

⟨0.0⟩ [−∞, 0.5]

[−∞, ∞] [−∞, 0.5]

Classification result

n1:

n2:

n3:

n4:

(1,                    )

(1,                    )

(2,                    )

[−∞, ∞]
(2,                    )

Our learning
algorithm

Training data
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Top-down learning algorithm

Bottom-up learning algorithm

Learning objective:
Generate high-quality programs



[ ]−∞, ∞

[ ]−∞, ∞

[ ]−∞, ∞ [ ]−∞, ∞

[ ]−∞, ∞

[ ,0]−∞

[ ]−∞, ∞ [ ,0]−∞

[ ]−∞, ∞

… [0, ]∞

[ ]−∞, ∞

…
… [0,0]

[ ,0]−∞

[ ]−∞, ∞ …

… … …
…

…

⊑
Top-down
algorithm

Bottom-up
algorithm

⊑

[ , 0]−∞ [0, ]∞
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Orders Between programs
• A bigger program is more general that chooses a more nodes



Training graph : 
n1
1.0⟨ ⟩

n2
0.0⟨ ⟩

n3
0.0⟨ ⟩

n4
1.0⟨ ⟩

Top-down Learning Algorithm

(1) Starts from the most general program

|{n1,n2,n3,n4}|

|{n1,n3}|
Score : 0.5[−∞, ∞]
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Target label = 1 (     )



Training graph : 
n1
1.0⟨ ⟩

n2
0.0⟨ ⟩

n3
0.0⟨ ⟩

n4
1.0⟨ ⟩

Top-down Learning Algorithm

(1) Starts from the most general program

(2) Enumerate possible specified programs and choose a better scored one.

[−∞, ∞][−∞, ∞]

[−∞,0.5] [0.5,∞]

[−∞, ∞]

[−∞, ∞]

[−∞, ∞]

[−∞, ∞] [−∞, ∞]

[−∞, ∞][−∞, ∞] Score : 0.5

Score : 1.0 Score : 0.0
Score : 0.0

Score : 0.5 Score : 0.5
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Target label = 1 (     )



Training graph : 
n1
1.0⟨ ⟩

n2
0.0⟨ ⟩

n3
0.0⟨ ⟩

n4
1.0⟨ ⟩

Top-down Learning Algorithm
Target label = 1 (     )

(1) Starts from the most general program

[−∞, ∞] [−∞, ∞]

[−∞, ∞][−∞, ∞] Score : 0.5

Score : 1.0

(3) Repeat (2) until no better program is enumerated

(4) Return the current program
[−∞, ∞] [−∞, ∞]

138

(2) Enumerate possible specified programs and choose a better scored one.

(                                  , 1, 1.0)



n1
1.0⟨ ⟩

n2
0.0⟨ ⟩

n3
0.0⟨ ⟩

n4
1.0⟨ ⟩

Bottom-up Learning Algorithm

(1) Starts from the most specific program

[−∞, ∞][1.0, 1.0] [−∞, ∞][0.0, 0.0] [−∞, ∞][0.0, 0.0] [−∞, ∞][1.0, 1.0]
|{n1}|

|{n1}|
Score : 1.0
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Training graph : Target label = 1 (     )



n1
1.0⟨ ⟩

n2
0.0⟨ ⟩

n3
0.0⟨ ⟩

n4
1.0⟨ ⟩

Bottom-up Learning Algorithm

(1) Starts from the most specific program

[−∞, ∞][1.0, 1.0] [−∞, ∞][0.0, 0.0] [−∞, ∞][0.0, 0.0] [−∞, ∞][1.0, 1.0]
|{n1}|

|{n1}|
Score : 1.0

(2) Enumerate possible generalized programs and choose an equal or better scored one

[−∞, ∞][1.0, 1.0] [−∞, ∞][0.0, 0.0] [−∞, ∞][0.0, 0.0] Score : 1.0
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Training graph : Target label = 1 (     )



n1
1.0⟨ ⟩

n2
0.0⟨ ⟩

n3
0.0⟨ ⟩

n4
1.0⟨ ⟩

(1) Starts from the most specific program

[−∞, ∞][1.0, 1.0] [−∞, ∞][0.0, 0.0] [−∞, ∞][0.0, 0.0] [−∞, ∞][1.0, 1.0] Score : 1.0

(2) Enumerate possible generalized programs and choose an equal or better scored one

[−∞, ∞][1.0, 1.0] [−∞, ∞][0.0, 0.0] [−∞, ∞][0.0, 0.0] Score : 1.0

(3) Repeat (2) until all the enumerated programs have lower score

[−∞, ∞] [−∞, ∞](4) Return the current program

Bottom-up Learning Algorithm
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Training graph : 

(                           , 1, 1.0)

Target label = 1 (     )



Accuracy Comparison
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GCN

GIN

PL4XGL
(Ours)

MUTAG

80.0

91.0

100.0

BBBP

83.6

86.2

GAT 89.0 82.3

86.8

BACE

78.4

52.4

80.9

80.9

Texas Cornell Wisconsin

64.0

49.6

56.0

67.7 58.9

61.150.0

50.0 61.1

88.083.3 88.8

DGCN N/A N/A N/A 96.086.6 86.6

Graph classification Node classification

• We split the dataset into 8:1:1 for training, validation, and testing
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Establishing a new graph machine learning method

OOPSLA 2017

Important k Obj2CFA

Disjunctive model &
Learning algorithm

OOPSLA 2018 POPL 2022
New application

Future work

1. Improving our approach

• Developing a better language (e.g., more expressive constraints)

• Developing a better learning algorithm (e.g., MCTS)

• …
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POPL 2024

Graphick

OOPSLA 2020

Generalization
PL4XGL

Future workWill be Submitted



Establishing a new graph machine learning method

OOPSLA 2017

Important k Obj2CFA

Disjunctive model &
Learning algorithm

OOPSLA 2018 POPL 2022
New application

Future work
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POPL 2024

Graphick

OOPSLA 2020

Generalization
PL4XGL

Future work

2. Applying our approach to SE

• Applying our approach to various SE problems

• Applying our approach to data-driven static analysis 

• Applying our approach to fault localization (working on it)

• …

Will be Submitted



Establishing a new graph machine learning method

OOPSLA 2017

Important k Obj2CFA

Disjunctive model &
Learning algorithm

OOPSLA 2018 POPL 2022
New application

Future work
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POPL 2024

Generalization
PL4XGL

Future work

Graphick

OOPSLA 2020

Our Technique: Graphick
Graphs of training programs Static Analyzer

Graphick

Automatically generated graph-based context sensitivity heuristic

Apply 2-obj: {
Apply 2-type:

Apply 1-type:

[0, ], [0,7]∞ [9,11], [0, ]∞ [76, ], [0, ]∞ ∞ {[0, ], [0,14]∞[0, ], [43, ]∞ ∞, ,…

{ {[105,155], [0, ]∞ , [0, ], [0,61]∞ [60,76], [0,61] [0,22], [0, ]∞ , …

{ [0, ], [61, ]∞ ∞ [46, ], [0, ]∞ ∞ , [0, ], [100, ]∞ ∞ [0, ], [29, ]∞ ∞ , … {

68 features

29 features

100 features

Automatically generated feature

25

Will be Submitted



Establishing important k as a standard

OOPSLA 2017

Important k Obj2CFA

Graphick

Disjunctive model &
Learning algorithm

PL4XGL

OOPSLA 2018

OOPSLA 2020

POPL 2022
New application

Generalization

Future work

Future work

Establishing a new graph machine learning method

148

Thank you!

Will be Submitted



Backup Slides

149



Problem of Last-k

id(p, i){
  if i > 0:
    return id(p, i-1);//i3
  else:
    return p;}

main(){
  i = input();
  v2 = id(2,i);//i2
  v1 = id(1,i);//i1
  assert (v1 != v2);}//query

main
[]

id
[i2]

id
[i1]

3-context sensitivity

id
[i2,i3]

id
[i1,i3]

id
[i2,i3,i3]

id
[i2,i3,i3]

id
[i3,i3,i3]

i1

i2
i3

i3

i3

i3

i3

i3

i3

[i1,i3,i3,i3]
[i2,i3,i3,i3]

[i1,i3,i3,i3,i3]
[i2,i3,i3,i3,i3]

…

p = 2

p = 1

p = 2

p = 1

p = 2

p = 1

p = 1 or 2

• An example showing a problem of last-k context abstraction
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Problem of Last-k

main
[]

id
[i2]

id
[i1]

3-context sensitivity

id
[i2,i3]

id
[i1,i3]

id
[i2,i3,i3]

id
[i2,i3,i3]

id
[i3,i3,i3]

i1

i2
i3

i3

i3

i3

i3

i3

p = 2

p = 1

p = 2

p = 1

p = 2

p = 1

• An example showing a problem of last-k context abstraction

i3

p = 1 or 2id(p, i){
  if i > 0:
    return id(p, i-1);//i3
  else:
    return p;}

main(){
  i = input();
  v2 = id(2,i);//i2
  v1 = id(1,i);//i1
  assert (v1 != v2);}//query Unable to proved the query!

(v1 = 1 or 2  & v2 = 1 or 2)151

[i1,i3,i3,i3]
[i2,i3,i3,i3]

[i1,i3,i3,i3,i3]
[i2,i3,i3,i3,i3]

…



Problem of Last-k

main
[]

id
[i2]

id
[i1]

3-context sensitivity

id
[i2,i3]

id
[i1,i3]

id
[i2,i3,i3]

id
[i2,i3,i3]

id
[i3,i3,i3]

i1

i2
i3

i3

i3

i3

i3

i3

[i1,i3,i3,i3]
[i2,i3,i3,i3]
[i1,i3,i3,i3,i3]
[i2,i3,i3,i3,i3]

…

p = 2

p = 1

p = 2

p = 1

p = 2

p = 1

• An example showing a problem of last-k context abstraction

Important context 
elements are abandoned!

i3

p = 1 or 2id(p, i){
  if i > 0:
    return id(p, i-1);//i3
  else:
    return p;}

main(){
  i = input();
  v2 = id(2,i);//i2
  v1 = id(1,i);//i1
  assert (v1 != v2);}//query
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main
[]

id
[i2]

id
[i1]

1-context sensitivity

i1

i2
i3

p = 2

p = 1

• In important k, 1-ctx sensitivity proves the query

i3

Important : {i1,i2}
Unimportant : {i3}

id(p, i){
  if i > 0:
    return id(p, i-1);//i3
  else:
    return p;}

main(){
  i = input();
  v2 = id(2,i);//i2
  v1 = id(1,i);//i1
  assert (v1 != v2);}//query

Our Solution: Keep Important K
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main
[]

id
[i2]

id
[i1]

1-context sensitivity

i1

i2
i3

p = 2

p = 1

i3

[i2]
[i2, i3]
[i2, i3, i3]

…

[i1]
[i1, i3]
[i1, i3, i3]

…

Important : {i1,i2}
Unimportant : {i3}Proved the query!

(v1 = 2 & v2 = 1)

id(p, i){
  if i > 0:
    return id(p, i-1);//i3
  else:
    return p;}

main(){
  i = input();
  v2 = id(2,i);//i2
  v1 = id(1,i);//i1
  assert (v1 != v2);}//query

Our Solution: Keep Important K
• In important k, 1-ctx sensitivity proves the query
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main
[]

id
[i2]

id
[i1]

1-context sensitivity

i1

i2
i3

p = 2

p = 1

i3

[i2]
[i2, i3]
[i2, i3, i3]

…

[i1]
[i1, i3]
[i1, i3, i3]

…

Important : {i1,i2}
Unimportant : {i3}Proved the query!

(v1 = 2 & v2 = 1)

id(p, i){
  if i > 0:
    return id(p, i-1);//i3
  else:
    return p;}

main(){
  i = input();
  v2 = id(2,i);//i2
  v1 = id(1,i);//i1
  assert (v1 != v2);}//query

Our Solution: Keep Important K
• In important k, 1-ctx sensitivity proves the query

Challenge:
How can we find a good classification?
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Impact of Important k

Static analysis based memory-error repair technique 
for C programs published in ICSE 2020

• Applying important k improved the performance of a program repair tool for C programs

Successfulness heavily depends on the 
performance of underlying static analysis

Context tunneling significantly improved 
the underlying static analysis
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Program repair technique for ocaml programs 
published in FSE 2021

Method language

Context tunneling played an important role

• Applying important k improved the performance of a program repair tool for Ocaml programs
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Impact of Important k



Static analyzer Training data
(programs)

Atomic features
( )a1, a2, …, an

Our framework

f1ctx = (a1 ∧ ¬a3 ∧ ¬a4 ∧ …) ∨ (¬a3 ∧ ¬a4 ∧ ¬a7 ∧ …) ∨ . . .
f2ctx = (a1 ∧ ¬a3 ∧ ¬a6 ∧ a8 ∧ ¬a9 ∧ ¬a16 ∧ a17 ∧ a18 ∧ … ∧ ¬a25)

Learned selective context sensitivity heuristic

Our Learning Framework
• minimizes analysis cost while is precise enough

Find a heuristic (classifier)  thatℋ = ⟨ f2ctx, f1ctx⟩

# queries proved by the current heuristic ℋ
> 0.9

• E.g., maintain 90% precision of 2-ctx sensitivity for the training set

# queries proved by the fully 2-ctx sensitivity

• User-provided precision constraint

Classifies all the methods into 2-ctx
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Scaler treats methods under package java.util.* 
specially, explicitly assigning them to be analyzed 
by the most precise context sensitivity (i.e., 2obj 

in our settings)

Learned pattern for 2-obj in our OOPSLA 17 paper

FSE 2018

Manually crafted heuristic

Learned Pattern Used In Manually Crafted Heuristics
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